With growing awareness and concerns regards to Cloud Computing and Information Security, there is growing awareness and usage of Security Algorithms into data systems and processes. This paper presents a brief overview and comparison of Cryptographic algorithms, with an emphasis on Symmetric algorithms which should be used for Cloud based applications and services that require data and link encryption. In this paper we review Symmetric and Asymmetric algorithms with emphasis on Symmetric Algorithms for security consideration on which one should be used for Cloud based applications and services that require data and link encryption.
Introduction
Imagine two people who share critical secret information have to split up. This requires them to share and communicate their data and information from a distance, even as there lays a threat of an eavesdropper having the ability to stop, interfere or intercept their communications and seeks that same information. They decide to lock their information in a box using a lock that only the other knows the combination to and has the key to open it. The box is locked and sent over to the other user who uses the combination key to unlock the box and read its contents.
In simple terms, Cryptography can be seen as a method of storing and disguising confidential data in a cryptic form so that only those for whom it is intended can read it and are able to communicate information in the presence of an adversary and the security algorithms mitigate security issues by use of cryptography, authentication and distributing keys securely. Cryptography is thus the science of making data and messages secure by converting the end user data to be sent into cryptic non-readable form and encrypting or scrambling the plaintext by taking user data or that referred to as clear text and converting it into cipher text and then performing decryption which is reverting back to the original plain text.
With this ability, Cryptography is used for providing the following security:  Data Integrity: information has value only if it is correct, this refers to maintaining and assuring the accuracy and consistency of data, its implementation for computer systems that store use data, processes, or retrieve that data.  Authentication for determining whether someone or something is, in fact, who or what it is declared to be.  Non Repudiation: is the assurance that a party, contract or someone cannot deny the authenticity of their signature and sending a message that they originated.  Confidentiality: relates to loss of privacy, unauthorized access to information and identity theft.
Figure 1: Encryption and Decryption process
In pure science terms, Cryptography is the science of using mathematics for making plain text information (P) into an unreadable cipher text (C) format called encryption and reconverting that cipher text back to plain text called as decryption with the set of Cryptographic Algorithms (E) using encryption keys (k1 and k2) and the decryption algorithm (D) that reverses and produces the original plain text back from the cipher text. With several Cloud services, Servers and hosted applications under IT management, most Cloud providers have no defined process to ensure security of data from threats and attacks. Cyberattack these target the end user data for which the Cloud Service providers seek to try and secure by using Cryptographic algorithms whose primary goal is to make it as difficult as possible to ensure decrypting the generated cipher text from the plain text. When the key length is long, that makes it harder to decrypt the cipher texts, which in turn make the algorithms efficient and effective. RSA:  RSA Algorithm named after its inventers (Rivest, Shamir, and Adelman) is best suited for data traveling to/from Web and Cloud based environments. In working with Cloud Computing, the end user data is first encrypted and then stored on the Cloud.  When the data is required, the end user simply needs to place a request to the Cloud Service provider for accessing the data. For this the Cloud service provider first authenticates the user to be the authentic owner and then delivers the data to the requester using RSA Asymmetric Algorithm. This algorithm has support from .NET Security Framework as well. Here the processed plaintext is also encrypted in blocks and the binary value of each block needs to be less than the number (n). RSA being multiplicative homomorphic which essentially means that to find the product of the plain text, multiply the cipher texts so that the outcome of the result is the cipher text of the product. Transformations of keys are interchanged and both end up with the same session key that looks like a secret key. Then each can then calculate a third session key that cannot easily be derived by an attacker who knows both exchanged values.  This key encrypts the subsequent communications using a symmetric key cipher but is vulnerable to the Man-in-the Middle (MITM) attack. This key exchange is not used for exchanging real large data unlike RSA.
Asymmetric Algorithms

Symmetric Algorithms
Symmetric algorithms involve a single shared secret key to encrypt as well as decrypt data and are capable of processing large amount of data and from computing standpoint are not very power intensive, so has lower overhead on the systems and have high speed for performing encryption and decryption. Symmetric algorithms encrypt plaintexts as Stream ciphers bit by bit at a time or as Block ciphers on fixed number of 64-bit units. 
Related Work
With DDoS and Malware attacks on the rise, Cloud Providers are giving more focus on having end user data as secure as possible and having low priority for cloud performance due to inconsistent selection of algorithms for encryption and encoding. By selecting the right cryptographic scheme end user data security can be achieved without losing out on cloud performance.
Since Algorithm analysis is an essential in gathering the knowledge against any accidental or unintentional use algorithm that may prove to be inefficient or significantly impact application system performance due to encryption or decryption. For those cloud based web applications or portals needing real time or time sensitive data, an algorithm that might be taking a long time to long to run would prove a hindrance for the real time application as it may render the results to be useless. Such in efficient algorithm might end up needing lots of computing power or storage to execute over the cloud, making the algorithm useless in that environment.
Authors compared Symmetric encryption algorithms and encoding algorithms using size and time to decide on selection of the right algorithms based on the parameters as  
Results Obtained
The data from experimental work on Symmetric algorithms is depicted below by using varied file sizes as input and recording the computation cost for those algorithms. Encoding algorithms checks for data integrity for end user data on the cloud and computation cost data obtained for different algorithms by varying the size of payload. Further observations from the work performed:  Data Security for Cloud based applications can be increased by using RSA and AES Encryption algorithms  When using keys as 1024 bit RSA and 128 bit AES, determining the private key is not possible even if the attacker has the public keys generated  After the end user logins to the Cloud web portal, accesses the applications but does not log out and in fact just leaves the session idle, then in this case if an attacker breaks in to the user system attempting to download and access the data from the user system, then the attacker would be required to enter the private key.

In case the attacker in his attempt to break in to the user system is successful, even able to somehow guess the private key and then go on to download the encrypted data.  The attacker might be successful in getting the encrypted data but still accessing the original data might still not be possible.
Comparing some of the Symmetric Key Algorithms:
Conclusions
With Cloud computing emerging as a new in thing in technology industry, public and private enterprise and corporate organizations are either using the Cloud services or in process of moving there but face security, privacy and data theft issues. This makes Cloud security a must to break the acceptance hindrance of the cloud environment. Use of security algorithms and ensuring these are implemented for cloud and needs to be properly utilized in order to ensure end user security.
